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Abstract: ARIA is a Korean standard block cipher, which is flexible to provide security for software and hardware im-
plementation. Since its introduction, some research of fault analysis is devoted to attacking the last two rounds of ARIA.
It is an open problem to know whether provoking faults at some former rounds of ARIA allowed recovering the secret key.
An answer was given to solve this problem by showing a novel integral differential fault analysis on two rounds earlier of
ARIA. The mathematical analysis and simulating experiments show that the attack can successfully recover its secret key
by fault injections. The results in this study describe that the integral fault analysis is a strong threaten to the security of
ARIA. The results are beneficial to the analysis of the same type of other block ciphers.
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Hrhim=200, ¢=128. e={1,--,200} . SHLEHRK
W1, 753 8N 4 e, S ANTEE 3 A
A1 16 23 ARSI R T34

AAEPE SRR R S AE DT S B T K B .
K5 5K 6 R, 163 REGET %Y, THHUKE
(PP L5350 0 04 94.8%FI1 100%. /1Pl

x5 I RWHARPRE FEAEREI AR
Wi g
ey
G G G; Gy Gs G G G Gy Gs
1 8.08 8.16 8.09 8.11 8.96 0 0 0 0 0
2 0.72 0.60 0.45 0.72 0.80 94.0% 96.0% 97.5% 93.5% 93.0%
3 0 0 0 0 0 100% 100% 100% 100% 100%
*6 A RWHARPRE FEAEREI A RS
HERPE HERES
e
G G G Gi Gs G G G G, Gs
1 11.31 11.37 11.34 11.28 11.35 0 0 0 0 0
2 11.13 11.19 11.16 11.10 11.17 0 0 0 0 0
3 10.81 10.86 10.81 10.85 10.87 0 0 0 0 0
4 10.44 10.43 1038 10.42 1039 0 0 0 0 0
5 9.95 9.95 9.95 9.89 9.98 0 0 0 0 0
6 9.39 9.42 9.43 9.40 9.40 0 0 0 0 0
7 8.81 8.8 8.81 8.80 8.87 0 0 0 0 0
8 8.23 8.24 8.22 8.15 8.27 0 0 0 0 0
9 7.55 7.55 7.56 7.54 7.51 0 0 0 0 0
10 6.92 6.91 6.89 6.90 6.89 0 0 0 0 0
11 6.25 6.26 6.23 6.24 6.14 0 0 0 0 0
12 5.52 5.57 5.52 5.58 5.45 0 0 0 0 0
13 478 4.77 477 481 4.76 0 0 0 0 0
14 3.94 3.93 3.92 3.95 3.94 0 0 0 0 0
15 2.83 2.82 2.81 2.84 2.83 0 0 0 0 0
16 0 0 0 0 0 100% 100% 100% 100% 100%
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